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BLUETOOTH TRAINER

TENDER SPECIFICATIONS

1  EBL. Unit:

Bluetooth Device 1 and 2:

Each one includes:

Large LCD Display.

Control Buttons: Five push buttons.

USB connector to PC.

Serial port connector to the Bluetooth Dongle.

Bluetooth Power class 2: Communication range up to 10 meters.

Low power transmitter: +4 dBm.

High sensibility receiver: -87 to -93 dBm.

External Bluetooth antenna:

Omnidirectional antenna (1/2 wavelength dipole antenna).

Antenna Centre Frequency: 2.45GHz.

Gain: 2 dBi.

Bluetooth Dongle:

2 Status LEDs.

USB connector to PC.

Serial port connector to Bluetooth device interface.

Bluetooth Power class 2: Communication range up to 10 meters.

Low power transmitter: +4 dBm.

High sensibility receiver: -87 to -93 dBm.

Programmable as master device or Bluetooth packet sniffer through the serial cable.

External Bluetooth antenna:

Omnidirectional antenna (1/2 wavelength dipole antenna).

Antenna Centre Frequency: 2.45GHz.

Gain: 2.20 dBi.
2  EBL/CCSOF. Computer Control Software:
Compatible with actual Windows operating systems.
The EBL Software is composed by two software that perform different tasks:
Bluetooth low energy packet sniffer:
The Bluetooth low energy packet sniffer works with the Bluetooth Dongle and it is used to analyze the Bluetooth low energy messages in a simple way.
The software allows to eavesdrop every message sent with the Bluetooth low energy technology and automatically classifies the type of sent message.
The software also allows to analyze the channel used to send the messages, the name of the device that send and the device that receives the message, etc.
EBL configuration software:
The EBL configuration software sets the Bluetooth Dongle as a master device and allows the user a total control over the connection with the slave devices: the inquire messages, the communication parameters, etc.
The software allows to configure the Bluetooth network. The software enables to configure the main communication parameters to establish the Bluetooth low energy network.
3  Cables and Accessories, for normal operation.

4  Manuals:
This unit is supplied with the following manuals: Required Services, Assembly and Installation, Starting-up, Safety, Maintenance & Practices Manuals.
* References 1 to 4: EBL + EBL/CCSOF + Cables and Accessories + Manuals are included in the minimum supply for enabling a normal and full operation.
Exercises and Practical Possibilities 

1.-
Familiarization with the trainer.
2.-
Study of the different Bluetooth profiles.
3.-
Establish a connection between master and slave devices.
4.-
Analysis of the received signal strength indicator (RSSI) of a Bluetooth low energy (BLE) connection.
5.-
Analysis of the writing and reading of a character in a Bluetooth communication.
6.-
Familiarization with Bluetooth low energy packet sniffer.
7.-
Use the Bluetooth low energy packet sniffer to analyze the advertising and discovery events.
8.-
Use the Bluetooth low energy packet sniffer to analyze the start and termination of a link.
9.-
Use the Bluetooth low energy packet sniffer to analyze the reading and writing of a character between devices.
10.-
Familiarization with Bluetooth control software.
11.-
Establish a connection between the computer and two Bluetooth slaves.
12.-
Configure the connection parameters of a Bluetooth communication.
13.-
Read and Write characters from an established Bluetooth network.
14.-
Protect the Low Energy Bluetooth communication from MITM (Man in the middle) attacks by encrypting the connection with a passcode.
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